Creating your digital signature ID for the first time

If you are using Adobe Acrobat Reader DC, please follow the section “Using Adobe Acrobat Reader
DC.” If you are using Adobe Acrobat Pro, please follow the section “Using Adobe Acrobat Pro.”

Using Adobe Acrobat Reader DC:

This process is suitable for a PDF form already containing a signature field i.e. JE Template or Accounts
Payable Voucher Form. Example:

Preparer Name: Signatuge: Date:

Approval Name: Signature: Date:
PP .Q

Approval Name: Signature: Date:

The red line on the top left corner of the field indicates the field is a signature field.

1. Click the Signature field requiring your signature.

2. Adialog box like the one below will appear. Select Confgiure Digital ID.

Rule Codes:

j Digital ID Configuration Required X

This signature field requires a digital signature identity.

Would you like to configure one now?

1] Help Configure Digital ID Cancel W

3. Select the option Create a new Digital ID and click Continue.

Configure a Digital ID for signing x

. ) . Select the type of Digital ID:
A Digital 1D is required to

create a digital
signature.The most secure
Digital ID are issued by

= Use a Signature Creation Device
trusted Certificate o E]Q Configure a smart card or token connected to your
authorities and are based computer

on secure devices like smart

card or token. Some are

based on files. . y
Use a Digital ID from a file

You can also create a new 9, 1"@, Import an existing Digital ID that you have

Digital ID, but they provide obtained as 3 file

a low level of identity

AS5Urance,

Create a new Digital ID
(-]
D Create your self-signed Digital ID

0
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4. Select the option Save to File and click Continue.

5.
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Select the destination of the new Digital ID »
Digita! IDs are typically @ Save to File
issued by trusted providers o [[EI!) . N
that assure the validity of Save the Digital ID to a file in your computer
the identity.
Self-signed Digital 1D may
not provide the same level Save to Windows Certificate Store
pphasumroy Anclsmaymot o | Q{Eﬂ Save the Digital ID to Windows Certificate Store to
be accepted in some use

be shared with other applications

cases,
Consult with your recipients

if this is-an acceptable form
of authentication.

°

Fill out the information needed to create your personal digital ID. Enter your full name,
Organizational Unit (Department), Organization Name (Company/Institution), full email address,
Country (leave it as US — UNITED STATES), Key Algorithm (leave it as 2048-bit RSA), and select
Digital Signatures for the field “Use Digital ID for.”

Create a self-signed Digital ID 24
Enter the identity Name John Doe
information to be used for
creating the self-signed Organizational Unit Client Services Department
Digital ID.
Digital |Ds that are self- Organization Name MyCompany, Inc,

signed by individuals do not
pravide the assurance that Email Address jdoe@example.net
the identity information is
valid. For this reason they

t i = E E ~
may not be accepted in Country/Region US - UNITED STATES
some use cases. .
Key Algorithm 2048-bit RSA v
Use Digital ID for Digital Signatures v

0




6. Next, add a password for your Digital ID. You will need this password each time you sign a
document. Do not share with others.

Save the self-signed Digital ID to a file X

Your Digital ID will be saved at the following location :
Add a password to protect

the private key of the

Digital ID. You will need this Ci\Users'\ il /- -pData\Roaming\Adcbe\Acrobath [
password again to use the

Digital ID for signing.

Save the Digital D file in 2 Apply a password to protect the Digital ID:

known location so that you

can copy or backup it, AR S -

Confirm the password:

0

7. Select the ID you just created in order to apply the signature to the form and click Continue.

Sign with a Digital ID X
Choose the Digital ID that you want to use for signing:
& @ John Doe (Digital ID file) View Details

W Issued by: John Doeg, Expires: 2025.04.06

@ ( Configure New Digital ID ) ( Cancel )
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8. Tossign the form, enter the password you created for this ID and click Sign. Depending on the
form, and which part of the form you add your signature, this locks fields from editing. Be sure
to fill out all fields required of you, even if the field appears after your signature line, prior to
placing your signature.

Sign as "John Doe" X

Appearance = Standard Text ™

J Oh n Digitally signed
by John Doe

Date: 2020.04.06

Doe 09:04:28 -04'00"

View Certificate Details

Review document content that may affect signing
-------------

9. You will be asked to re-save the file with your signature. Check the file location and make sure
the file name is correct.

10. After saving the form, a message about the form being in a data collection workflow will appear.
Check the box “Do not show this message again” and click OK.

Acrobat Reader

= ) This form is in a data collection workflow. To send your data back to the workflow
L' initiator, please click Submit to ensure your data will be collected correctly.

[] Do not show this message again

11. Your signature will appear on the line you selected to enter your signature.

Diate:

Prepared By:

Approved By: John Dogsi=aass
Document #

Entered by:
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12. To remove your signature, right click on your digital ID and say “Clear signature”

Dlate:

Prepared By: i

Approved Ely:é,jghn Doplmessi=al  oim Istar-Eund - hahssan e
et | &R SiRatine

Entered by: |

Validate Signature

Rule Code | Chart | F

View Signed Version

Show Signature Properties...

13. If your form has a “Submit Form” button at the top, please IGNORE and DO NOT press “Submit
Form.”

JE template.pdf - Adobe Acrobat Reader DC
File Edit View Window Help

Home Tools JE templatepdf %

w ® B8 X Q ) 1| M OO0 @ 2~ B TP | B L2 4D
Please fill out the following form, When finished, click Submit Form to return the completed form, You can save Highlight Existing Fields

data typed into this ferm.
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Using Adobe Acrobat Pro:

This process is suitable for a PDF form already containing a signature field i.e. JE Template or Accounts
Payable Voucher Form. Example:

Preparer Name: Signatuxe: Date:

Approval Name: Signature: Date:
. —

Approval Name: Signature: Date:

The red line on the top left corner of the field indicates the field is a signature field.

1. Click the Signature field requiring your signature.

2. Two scenarios may occur depending on your system settings.
a. You may first be directed to a window titled “Sign Document” (if not, skip to step 2b).
From the “Sign As” tab, click the drop down menu and Select “New ID...”. This will then
take you to the window in step 2b.
b. When directed to a window titled “Add Digital ID,” Select “A new digital ID | want to
create now” then click Next.

TS|

| want to sign this document using:

() My existing digital ID from:

A file

A roaming digital 1D accessed via a server

A device connected to this computer i
@newdigital ID | want to create now $
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3. Select “New PKCS#12 digital ID file” then click Next.

Add Digital ID

Where would you like to store your self-signed digital ID?

(®) New PKCS#12 digital ID file
Creates a new password protected digital D file that uses the standard PKC5#12 format. This
common digital ID file format is supported by most security software applications,

including major web browsers, PKC5#12 files have a .pfx or .p12 file extension,

(O) Windows Certificate Store

Your digital |D will be stored in the Windows Certificate Store where it will also be available
to other Windows applications. The digital ID will be protected by your Windows login.

4. Fill out the information needed to create your personal digital ID. Enter your full name,
Organizational Unit (Department), Organization Name (Company/Institution), full email address,
Country (leave it as US — UNITED STATES), Key Algorithm (leave it as 2048-bit RSA), and select
Digital Signatures & Data Encryption for the field “Use Digital ID for.”

Add Digital ID

Enter your identity information to be used when generating the self-signed certificate.

Name (e.g. John Smith): W
Organizational Unit: ]_W
Organization Narme: ’W

Email Address: Em

Country/Region: | US - UNITED STATES ~

[ Enable Unicode Support

Key Algorithm: | 2048-bit RSA w
(VR T Ti = TR DR Tl Digital Signatures and Data Encryption ~
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5. You may receive a compatibility warning. Click Yes. If not, go to step 7.

Create Digital ID - Compatibility Warning

o Acrobat versions earlier than Acrobat 8.0 and non-Acrobat applications may not display Certificates with i
.__l_‘._\_ non-ASCI characters correctly, To ensure compatibility with these applications, you must enter ASCI
equivalents of some attributes, L

Would you like to use non-ASCI characters for some attributes? F

o

6. Copy what is in the Unicode column and paste into the ASCII. Any characters that are symbols,
such as an amperstand sign, should be removed under the ASCII column.

7. Enter a password for your digital ID. You will need this password each time you sign a document.
Do not share with others.

T T——

Enter a file location and password for your new digital ID file, You will need the password when
you use the digital D to sign or decrypt documents. You should make a note of the file location
so that you can copy this file for backup or other purposes. You can later change options for this
file using the Security Settings dialog.

File Mame:

I\AppData\Rua mingtAdobe\Acrobat\ 10.00\Security'JohnDoe.pfx Browse..,

Password:

sk L

L [ | - -

Confirm Password:

Immrmmm L

8. Click Finish

4/7/2020



9. You will now be asked to sign the document. Enter your password and click Sign. Depending on
the form, and which part of the form you add your signature, this locks prior fields for editing.

Be sure to fill out all fields required of you, even if the field appears after your signature line,
prior to placing your signature.

Sign Document

Sign Az lohn Doe <jdoe@example.net> | @

Paszword: !

Certificate |ssuer: John Doe Info...
Appearance: | Standard Text “

J O h n Dhigitally signed by John Doe

DM: en=John Doe, o=MyCompany,
Inc.. cu=My Depariment, @

emailsjdos@example net, c=US
0 e Diate: 2020.04 06 09:21:33 1400

10. Save the file. Go to the location in which you would like to save this file. Change the name of
the file if necessary. Then click save.

Savein: | || Documents v | e F e Er
* Marme - Date modified Type
: Custom Office Templates 97472015 11:42 AM File folc
Quick access o5 1y Data Sources 12/17/2019 3:23 PM File folc
- @My Shapes 10/21/2019 4:02 PM File folc
Onellote Motebooks 10/11/2019 9:54 AM File folc
Desktop
g |
Libraries
This PC
$ ;
MNetwork
File name: | ~ | | Save
Soveastpe | Adobe PDF Fies o) ol | coned
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11. Your signature should now appear in the field. To remove your signature, right click on your
digital ID in the signature line within the form and say “Clear signature.”

12. If a message pops out stating “This form is in a data collection workflow...”, check the box “Do
not show this message again” and click OK.

Adobe Acrobat

i This form is in a data collection workflow. Te send your data back to the workflow initiater, please click
Submit to ensure your data will be collected correctly.

[[1Do not show this message again

13. If your form has a “Submit Form” button at the top, please IGNORE and DO NOT press “Submit

Form.”
9 JE template2.pdf - Adobe Acrobat Pro
File Edit View Window Help ®
Ree- | BE B | @0 LOE o]
L | @ | (=) '!' | Lﬁ Tools | Comment | Share
@ At least one signature requires validating. Please fill out the following form. When finished, click Submit Form to return the completed form. 2] signature Panel Submit Form
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